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Apache mod_ssl ssl_util_uuencode_binary buffer over
ver 1.0
(bkbll#cnhonker.net, http://www.cnhonker.net 2004/06/03)

1.
linux apache ,
CVE:http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2004-0488
buftraq: http://www.securityfocus.com/bid/10355
(from CVE):
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mod_ssl ssl_util_uuencode_binary

Stack-based buffer overflow in the ssl_util_uuencode_binary function in ssl_util.c for Apache mod_s

configured to trust the issuing CA,

may allow remote attackers to execute arbitrary code via a client certificate with a long subject DN.

:Redhat Linux ,apache 2.0.40
[root@mobilelinux httpd]# rpm -galgrep mod_ssl
mod_ssl-2.0.40-8

2. :
-http://lists.netsys.com/pipermail/full-disclosure/2004-May/021610.html
+ +

in ssl_util.c there is:

void ssl_util_uuencode_binary(
unsigned char *szTo, const unsigned char *szFrom, int nLength, BOOL bPad)

{
const unsigned char *s;
int nPad = 0;

for (s = szFrom; nLength > 0; s += 3) {

*szTo++ = ssl_util_uuencode_six2pr[s[0] >> 2];

*PROPOSED PATCH: add "if (--nLegth ==0) ..." */

*szTo++ = ssl_util_uuencode_six2pr[(s[0] << 4 | s[1] >> 4) & Ox3f];
if (--nLength == 0) {

nPad = 2;

break;

}

*szTo++ = ssl_util_uuencode_six2pr[(s[1] << 2 | s[2] >> 6) & 0x3f];
if (--nLength == 0) {

nPad = 1;

break;

}

cop



*szTo++ = ssl_util_uuencode_six2pr[s[2] & 0x3f];
--nLength;

}

while(bPad && nPad--)
*szTo++ = NUL,;

*szTo = NUL;

return;

}

+ +
szTo szFrom
In ssl_engine_kernel.c:

int ssl_hook_UserCheck(request_rec *r)

SSLConnRec *sslconn = myConnConfig(r->connection);
SSLSrvConfigRec *sc = mySrvConfig(r->server);
SSLDirConfigRec *dc = myDirConfig(r);

char bufl)[MAX_STRING_LEN], buf2[MAX_STRING_LEN];
char *clientdn;

const char *auth_line, *username, *password;

apr_snprintf(bufl, sizeof(bufl), "%s:password”, clientdn);
ssl_util_uuencode(buf2, bufl, FALSE);

apr_snprintf(bufl, sizeof(bufl), "Basic %s", buf2);

In ssl_util.c:
void ssl_util_uuencode(char *szTo, const char *szFrom, BOOL bPad)
ssl_util_uuencode_hinary((unsigned char *)szTo,

(const unsigned char *)szFrom,
strlen(szFrom), bPad);

,5zTo szFrom ssl_hook_UserCheck buf2,bufl
:MAX_STRING_LEN,
[root@DUMPLOGIN E: \download\llnux\httpd -2.0.40}# grep MAX_STRING_LEN include/* -r

include/httpd.h:#define MAX_STRING_LEN HUGE_STRING_LEN
include/mpm_common.h:extern char ap_coredump_dirfMAX_STRING_LEN];

[root@DUMPLOGIN E:\download\linux\httpd-2.0.40]#grep HUGE_STRING_LEN include/* -r

include/httpd.h:#define MAX_STRING_LEN HUGE_STRING_LEN
include/httpd.h:#define HUGE_STRING_LEN 8192

0x2000
ssl_util_uuencode_binary ,szTo (0x2000/3).
>
|---[buf2]---|---[bufl]---]| somedata |pointer | pointer | pointer | saved ebp | saved eip |------
buf2 0x2000/3 , bufi, bufi.
ssl_util_uuencode_binary ,buf2  bufl ,

) buf2 ,

apr_snprintl.‘(bufl, sizeof(bufl), "%s:password”, clientdn);
ssl_util_uuencode(buf2, bufl, FALSE);

apr_snprintf(bufl, sizeof(bufl), "Basic %s", buf2);
ap_log_error(APLOG_MARK, APLOG_INFO, 0, r->server,"Faking HTTP Basic Auth header: \"Authc
return DECLINED;



,buf2 bufl apr_snprintf ,

x86 )

3.
httpd.conf ssl , ,
:redhat linux 8.0 x86 .
Q). , ssl.conf CA
ca.pl , openssl| tgz .

[root@DUMPLOGIN E:\download\linux]#dir "openssl|-0.9.7d\apps\CA.pl"

E DOCUMENT

FO15-E42A

E:\download\linux\openssl|-0.9.7d\apps

2004-03-17 08:08p 5,392 CA.pl

1 5,392

0 2,449,305,600
[root@mobilelinux cal# Is

ca.pl

[root@mobilelinux cal# pwd

Iroot/ca

[root@mobilelinux cal# ./ca.pl -newca

CA certificate filename (or enter to create)

Making CA certificate ...

Using configuration from /usr/share/ssl/openssl.cnf
Generating a 1024 bit RSA private key
................... +H++++

P b ot o o o
writing new private key to './demoCA/private/cakey.pem’

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [GB]:

State or Province Name (full name) [Berkshire]:guangdong

Locality Name (eg, city) [Newbury]:guangzhou

Organization Name (eg, company) [My Company Ltd]:www.my.com
Organizational Unit Name (eg, section) []:test

Common Name (eg, your name or your server's hostname) []:10.10.10.114
Email Address []:bkbli@cnhonker.net

[root@mobilelinux cal# Is

ca.pl demoCA

[root@mobilelinux cal# ./ca.pl -newreq

Using configuration from /usr/share/ssl/openssl.cnf

Generating a 1024 bit RSA private key

.............. +H++++

Lt

writing new private key to 'newreq.pem’

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ", the field will be left blank.

Country Name (2 letter code) [GB]:

State or Province Name (full name) [Berkshire]:guangdong

Locality Name (eg, city) [Newbury]:guangzhou

Organization Name (eg, company) [My Company Ltd]:www.my.com
Organizational Unit Name (eg, section) []:test

Common Name (eg, your hame or your server's hostname) [J:homelinux



Email Address []:bkbll@tom.com

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem
[root@mobilelinux cal# ./ca.pl -sign

Using configuration from /usr/share/ssl/openssl.cnf
Enter PEM pass phrase:

Check that the request matches the signature
Signature ok

The Subjects Distinguished Name is as follows
countryName :PRINTABLE:'GB'
stateOrProvinceName :PRINTABLE:'guangdong’
localityName :PRINTABLE:'guangzhou’
organizationName :PRINTABLE:'www.my.com’;
organizationalUnitName:PRINTABLE:'test'
commonName :PRINTABLE:'homelinux'
emailAddress :IA5STRING:'bkbll@tom.com’
Certificate is to be certified until Jun 2 11:17:20 2005 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]ly

Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

[root@mobilelinux caj# Is

ca.pl demoCA newcert.pem newreg.pem

[root@mobilelinux cal# openssl rsa < newreq.pem > newkey.pem

read RSA key

Enter PEM pass phrase:

writing RSA key

[root@mobilelinux cal# Is

ca.pl demoCA newcert.pem newkey.pem newreq.pem

[root@mobilelinux cal]# mv newcert.pem server_cert.pem

[root@mobilelinux cal# mv newkey.pem server_key.pem

[root@mobilelinux caJ# mv newreq.pem server_req.pem

(demoCAJ/cacert.pem, server_cert.pem,server_key.pem,server_req.pem)
, /etc/httpd/conf/ssl/

letc/httpd/conf.d/ssl.conf

SSL CertificateFile /etc/httpd/conf/ssl/server_cert.pem

SSL CertificateKeyFile /etc/httpd/conf/ssl/server_key.pem

SSLCACertificatePath /etc/httpd/conf/ssl.crt /* , */
SSLCACertificateFile /etc/httpd/conf/ssl/cacert.pem

SSLVerifyClient require

SSLVerifyDepth 10

SSLOptions +FakeBasicAuth /* *

/etc/httpd/conf/httpd.conf:

<Directory /var/www/html/usage>

SSLVerifyClient require

SSLVerifyDepth 5

SSLCACertificateFile /etc/httpd/conf/ssl/cacert.pem
SSLCACertificatePath /etc/httpd/conf/ssl.crt
SSLOptions +FakeBasicAuth

SSLRequireSSL

AuthName "test mod_ssl overflow site"

AuthType Basic

AuthUserFile /etc/httpd/conf/httpd.passwd /* */
require valid-user

</Directory>

, apche
(2) client (IE)
linux :
[root@mobilelinux cal# ./ca.pl -newreq
Using configuration from /usr/share/ssl/openssl.cnf



Generating a 1024 bit RSA private key
...................... +H++++

G 2k ot o o b
writing new private key to 'newreq.pem'

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [GB]:

State or Province Name (full name) [Berkshire]:guangdong

Locality Name (eg, city) [Newbury]:guangzhou

Organization Name (eg, company) [My Company Ltd]:www.my.com
Organizational Unit Name (eg, section) []:test

Common Name (eg, your hame or your server's hostname) [J:dumplogin
Email Address []:dumplogin@yahoo.com

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem
[root@mobilelinux cal# ./ca.pl -sign

Using configuration from /usr/share/ssl/openssl.cnf
Enter PEM pass phrase:

Check that the request matches the signature
Signature ok

The Subjects Distinguished Name is as follows
countryName :PRINTABLE:'GB'
stateOrProvinceName :PRINTABLE:'guangdong’
localityName :PRINTABLE:'guangzhou’
organizationName :PRINTABLE:'www.my.com’;
organizationalUnitName:PRINTABLE:'test'
commonName :PRINTABLE:'dumplogin’
emailAddress :IASSTRING:'dumplogin@yahoo.com'
Certificate is to be certified until Jun 2 11:26:58 2005 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

[root@mobilelinux ca]# openssl pkcs12 -export -in newcert.pem -inkey newreq.pem -name "MY CEl

demoCA/cacert.pem -out mycert.p12

Enter PEM pass phrase:

Enter Export Password:

Verifying password - Enter Export Password:
[root@mobilelinux cal# Is

ca.pl mycert.p12 newreq.pem server_key.pem
demoCA newcert.pem server_cert.pem server_req.pem
[root@mobilelinux cal#

mycert.pl2 windows .
newcert.pem /etc/httpd/conf/ssl.crt/(SSLCACertificatePath /etc/httpd/conf/ssl.crt) .
ssl.crt/ Makefile.crt Makefile
make, link
crt cacert.pem (SSLCACertificateFile /etc/httpd/conf/ssl/cacert.pem)
cat newcert.crt >> /etc/httpd/conf/ssl/cacert.pem
apache.
3).
linux gdb, windows windbg, server attach
4).

, , ssl2,ssl3,tls1.0 .
windbg, F6 attach , :bp ws2_32!send



bd O,

linux ( httpd.conf , usage ),
linux , , windbg, ctrl+break,be 0, .0,
IE , ,0k,IE
linux, root ID:

[root@mobilelinux cal# netstat -antp |grep ":443"|grep ESTABLISHED
tcp 00 10.10.10.114:443 10.10.10.111:4625 ESTABLISHED 2563/httpd
[root@mobilelinux cal#

PID 2563 .

[root@mobilelinux cal# gdb -q -se /usr/sbin/httpd

(no debugging symbols found)...(gdb) attach 2563

Attaching to program: /usr/sbin/httpd, process 2563

Reading symbols from /usr/lib/libz.so.1...done.

Loaded symbols for /usr/lib/libz.so0.1

Reading symbols from /lib/libssl.so.2...done.

Loaded symbols for /usr/lib/liblber.so.2

Reading symbols from /usr/lib/libsasl.so0.7...done.
Loaded symbols for /usr/lib/libsasl.so.7

Reading symbols from /lib/libnss_nisplus.so.2...done.
Loaded symbols for /lib/libnss_nisplus.so.2
0x420d224b in poll () from /lib/i686/libc.s0.6

(gdb)

(gdb) b *ssl_hook_UserCheck
Breakpoint 1 at 0x4096a0e0
(gdb) b *ssl_util_uuencode
Breakpoint 2 at 0x40975cc0
(gdb) b *ssl_util_uuencode_binary
Breakpoint 3 at 0x40975d10
windbg ,bd 0,9
linux
(gdb) c
Continuing.
[Switching to Thread 8192 (LWP 3331)]

Breakpoint 1, 0x4096a0e0 in ssl_hook_UserCheck ()
from /etc/httpd/modules/mod_ssl.so

(gdb) c

Continuing.

Breakpoint 2, 0x40975ccO in ssl_util_uuencode ()

from /etc/httpd/modules/mod_ssl.so

(gdb) x/4wx $esp

Oxbfffb88c: 0x4096a229 0xbfffb8d0 Oxbfffd8d0 0x00000000
(gdb) x/bs 0xbfffd8d0

0xbfffd8d0:
"/C=GB/ST=guangdong/L=guangzhou/O=www.my.com/OU=test/CN=10.10.10.114/Email=dumplogi
(gdb) x/bx 0xbfffd8d0

Oxbfffd8d0: Ox2f

(gdb) c

Continuing.

Breakpoint 3, 0x40975d10 in ssl_util_uuencode_binary ()
from /etc/httpd/modules/mod_ssl.so

(gdb)
.enjoy it :)

4. :

[1]. http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2004-0488

[2]. http://mww.modssl.org/docs/2.8/ssl_howto.html

[3]. http://www.drh-consultancy.demon.co.uk/pkcs12faqg.htmi

[4]. http://www.redhat.com/docs/manuals/stronghold/Stronghold-3.0-Manual/admin-guide/chapter2.f
[5]. http://www.freebsddiary.org/openssl-client-authentication.php



Copyright © 2000-2004 HUC All Rights Reserved.
www.cnhonker.com
webmaster@cnhonker.net




